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1. Summary

YubiOn Device Settings Tool is an application to rewrite YubiKey's private key information.

YubiKey's OTP is factory configured to authenticate only on Yubico's authentication server.

YubiOn Device Settings Tool changes the settings (private key information) of this YubiKey so that it can
be used by services that require the rewritten YubiKey, such as our product YubiOn WindowsLogon

Standalone.

When you use YubiOn WindowsLogon Standalone, we sell YubiKeys with rewritten private key
information. However, if we cannot send you YubiKeys, or if you want to reuse a YubiKey that you

already have, you can use our products with that YubiKey by rewriting it yourself.

Note: Rewriting YubiKey's private key information will delete the factory default private key
information. Please use a YubiKey that has no problem with rewriting, as you will not be able to

authenticate if you have used it for other services.

Operating environment

-Windows 10 (64bit)

+Windows 11



2.

Install

2.1. Installation procedure

1

2

3

Run DeviceSettingsToolSetup.msi.

Welcome: Click the "Next" button.

Welcome to the YubiOn Device Settings Tool Setup LA
Wizard oty |

The installer will guide you through the steps required to install YubiOn Device Setiings Tool onyour
computer,

WARNING: This computer program is protected by copytight law and intermational treafies.
Unauthorized duplication or distribution of this program. or any porion of it may resultin severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the (aw.

~

oo [ ) owe

License Agreement: After reviewing the license agreement, select "I Agree" and click the "Next"

button.

License Agreement LA

Please take amomentto read the license agreement now. [f you accept the terms below, click "l
Agree". then "Next". Otherwise click "Cancel".

Software License Agreement

SOFTGIKEN Co., Ltd. {hereinafter referred to as "Our Company") grants to you {whether a legal
entity or individual) the right to use the software "YubiOn" (hereinafter referred to as the
"Saftware") provided under this License Agreement (hereinafter referred to as "this Agreement”)

in accordance with the following terms and conditions.

er you have agreed to this Agreement by

The terms and condjgions of this Agreement shall apply aft

IR S S - ALY L €f . T oM

()1 Do Mot Agree O Agree

rﬁ]l MNext > I Cancel




4  Select Installation Folder: After selecting the following, click the "Next" button.
- Installation folder

- Everyone / Just me

—
“# YubiOn Device Settings Tool = >

Select Installation Folder [

The installer will install YulbiOn Device Setings Tool to the following folder.

Toinstallin this folder, click "Next". To install to a differant folder, enter it below or click "Browse" |

Folder
C¥Program Files¥YubiOn¥Device Settings Tool¥ Browse...

Digk Cost..

Install ¥uhiOn Device Settings Tool for yourself, or for anyone who uses this computer:

(O Everyone

© Justme

5 Confirm Installation: Click the "Next" button.

e
¥ YubiOn Device Settings Tool -

Confirm Installation [

The installer is ready ta install YubiCn Device Settings Tool on your computer.

Click "Mext" to start the installation |




6 Installing: Installation starts.

Click "Yes" when the User Account Control screen appears.

— :
"8 YubiOn Device Settings Tool - X

Installing YubiOn Device Settings Tool LA

*uhiOn Device Settings Tool is being installed.

Flease wait.

7 Installation Complete: After installation is complete, click the "Close" button.

. ]
"8 YubiOn Device Settings Tool = X

Installation Complete A

*uhiOn Device Settings Tool has been successfully installed.

Click "Close" to exit,

Please use Windows Update to check for any critical updates to the NET Framework.

~

After successful installation, shortcuts to the "Device Settings Tool" will be created on the desktop and

in the Start menu.



3. Application Launch

3.1. How to start®

Click on the "Device Settings Tool" icon on the desktop.

.
Device
Settings Tool

3.2. How to start®@

Open the Start menu and click on "Device Settings Tool".

Tips: "Device Settings Tool" can be found in the "D" item of the Start menu or in the

"YubiOn" folder (may vary depending on your environment).

3.3. Precautions
Immediately after startup, a precautions message is displayed each time.
After reviewing the notes, click the "OK" button to close.
The language can be changed to English or Japanese in the language menu.

DEVICE SETTINGS TOOL

Language | English

o Precautions

Rewriting YubiKey private key information will delete the

factory default private key information.

If it has been used for other services, authentication will
not be possible, so please use a YubiKey that has no
problem with rewriting.

—




4. Screen Description

4.1. Main functions

DEVICE SETTINGS TOOL X English v | version

YubiKey Information o Continuous rewrite
YubiKey 4 @ ) off o

Serial No.
Firmware . . . .
You can rewrite YubiKey information.
4.3.4

@ YubiKey Information: Displays information about the YubiKey currently inserted in the USB port.
(Blank if no YubiKey is inserted or if multiple YubiKeys are inserted.)
- YubiKey type
- Serial number
- Firmware
@ Continuous rewrite mode: Continuous rewrite mode can be switched only when YubiKey is
inserted (when rewritable).

® Rewrite: Rewriting of YubiKey information can be executed only when YubiKey is inserted.
(when rewritable).

@ Stop: The continuous rewriting in progress can be canceled (stopped).

® Status: YubiKey's rewrite status, removal and insertion instructions, and tooltips are displayed.



4.2. Language switch

DEVICE SETTINGS TOOL
English

YubiKey Information Continuous ref

YubiKey 4 @) or
Serial No.

-
Firmware

You can rewrite YubiKey information.
434

® Language switch: You can switch the content display between English and Japanese.

4.3. Version display

DEVICE SETTINGS TOOL

YubiOn Device Settings Tool

version. 1.0.0.0

©SOFTGIKEN Co., Ltd.

OK

@ Version display: Displays the version of this application.



5. YubiKey Rewriting Procedure

YubiKey rewritten After rewriting, the rewritten information is output to a CSV file.

5.1. Simple rewriting
This is the procedure for rewriting only one YubiKey.

1 Insert a YubiKey to be rewritten.

2 Confirm that the continuous rewrite mode is "Off" and click the "Rewrite" button.

DEVICE SETTINGS TOOL

YubiKey Information Continuous rewrite
YubiKey Standard ® ) off
Serial No. :
—
Firmware

You can rewrite YubiKey information.
24.2

3 When a confirmation message appears, click "OK".

DEVICE SETTINGS TOOL

© Confirm

Do you want to rewrite YubikKey?
(Only the currently inserted YubiKey is rewritten.)

Cancel




4  Select a CSV file to output the rewritten information and click the "Save" button.

The default name of the CSV file is "configuration_log.csv".

[5] CSV File Selection Dialag X

» ThisPC » Desktol v Search Desktop
4 Bl > ThisPC 5 Desktop o Search Desktop

Organize * New folder =z - o
|=| Documents ~ Name Date modified Type
& Pictures
Mo itemns match your search.
AdrninistrateToo
Flslnstaller
Log
portal_data

@ OneDrive

3 This pC
§ 3D Objects
Desktop v <

File name: v

Save as type: | CSV File(*.csv) ~

~ Hide Folders Cancel

If you select a CSV file that has already been generated, a reconfirmation message will appear

asking if you wish to continue with the overwrite process, click the "OK" button.

Rewriting of YubiKey information is executed and the rewritten information is output to a CSV file.
Rewriting of a single YubiKey is completed.

If you want to continue rewriting, repeat the above steps 1-3.

There is no need to select CSV again. It will be added to the selected CSV.

(If you wish to select the CSV again, please restart this tool.)

11



5.2. Continuous rewriting

Procedure for rewriting multiple YubiKeys in succession.

Note: During continuous rewriting, rewriting is performed only by removing and inserting the
YubiKey (when it is ready to be rewritten). To prevent unwanted rewriting, be sure to click the
"Stop" button to cancel the continuous rewriting state after the work is finished.

1 Insert a YubiKey to be rewritten.

2 Confirm that the continuous rewrite mode is "On" and click the "Rewrite" button.

DEVICE SETTINGS TOOL

YubiKey Information Continuous rewrite

YubiKey Standard @D o
Serial No. \

- | e
Firmware

You can rewrite YubiKey information.
2.4.2

3 When a confirmation message appears, click "OK".
DEVICE SETTINGS TOOL

@ Confirm

Do you want to rewrite YubiKey?
(The newly inserted YubiKey is rewritten until the
stop button is pressed.)

T (T e




4  Select a CSV file to output the rewritten information and click the "Save" button.

The default name of the CSV file is "configuration_log.csv".

[5] CSV File Selection Dialag X
4 > ThisPC > Desktop v O 2 Search Desktop
Organize * New folder Bz - o
Documents # * Name Date modified Type

[&] Pictures b4
Mo itemns match your search.
AdrninistrateToo
Flslnstaller
Log

portal_data
@ OneDrive

[ This PC
_J 3D Objects
[ Desktop v < >

ZICNETL Rl configuration_log.csv

Save as type: | CSV File(*.csv) ~

~ Hide Folders Cancel

If you select a CSV file that has already been generated, a reconfirmation message will appear

asking if you wish to continue with the overwrite process, click the "OK" button.

5 A message indicating that the rewriting process has been successfully completed is displayed.
Remove the rewritten YubiKey and insert the next YubiKey you wish to rewrite into the USB port.

The rewriting process is performed simply by inserting the device into a USB port.

DEVICE SETTINGS TOOL *a English ¥ | version

YubiKey Information

YubiKey Standard °
Serial No.
=
Firmware

[Continuous rewriting]
2.4.2 Successfully rewritten. Insert the next

YubiKey or click the stop button.
L=

13



6 When YubiKey has been rewritten in one step, click the "Stop" button to end the continuous

rewriting process. When a confirmation message appears, click "OK".

DEVICE SETTINGS TOOL ¥ English v | version

YubikKey Information

YubiKey Standard °
Serial No.
-
Firmware

[Continuous rewriting]
2.4.2 Successfully rewritten. Insert the next

YubiKey or click the stop button.
L=

Continuous rewriting of YubiKey is finished.

The rewritten information is registered in CSV.

14



6. Output CSV

Explanation of CSV output after YubiKey rewriting.
6.1. CSV Format

One record is equivalent to one YubiKey.

Serial number

Public identity

Private identity

Private key

Reserve (12 digit 0)

Registration date and time

e.g.
99900000, vvcccccccccc,17a0000000000,00000000000000000000000000000000,000000000000,2024-02-14T16:32:30,
99900001, vvcccceccced, 1a0000000001,00000000000000000000000000000001,000000000000,2024-02-14T16:45:13,

6.2. Notes on output

- After outputting the CSV file, you do not need to re-set the destination CSV file while the tool is
running. If you wish to select again, restart the tool.

- If you rewrite the same YubiKey again with the same CSV file selected after outputting the CSV file,
only the rewritten YubiKey information will be overwritten. The rewritten information of other

YubiKeys that have already been output will remain as is.

15



7. Uninstall

7.1. Uninstallation procedure®
1 Start the Control Panel.

2 Select "YubiOn Device Settings Tool" from Programs > Programs and Features.

3 Click "Uninstall" and click "Yes" on the confirmation message.

Uninstallation is performed.

7.2. Uninstallation procedure®

1 Run the DeviceSettingsToolSetup.msi file used for installation.

2 Select "Remove YubiOn Device Settings Tool" and click the "Finish" button.

Click "Yes" when the User Account Control screen appears.

— .
"8 YubiOn Device Settings Tool - X

Woelcome to the YubiOn Device Settings Tool Setup LA
Wizard 249 |

Selectwhether youwant to repair or remove YubiOn Device Seftings Tool.

() Repair YubiOn Device Settings Tool /
Io Rermowve YubiOn Device Settings Tool ]

3 Uninstallation is performed.

After the uninstallation is successfully completed, click the "Close" button to close the wizard.

16



Copyright

©2024 SoftGiken Co., Ltd. All rights reserved.

Contact us

SoftGiken Co., Ltd.

6th Floor, Shibuyasakuragaoka Building,
4-23, Sakuragaoka-cho, Shibuya-ku, Tokyo,
150-0031, Japan

yubion@sgk.co.jp
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